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 → Digital technologies and innovative solutions  
can act as critical enablers in enhancing services  
and contribute to improving the urban environment 
and the overall quality of life of its citizens. 

 → Cities need to fully understand their needs before 
applying technology to solve them. The lack  
of a clear strategy can result in lower benefits 
to cities and their citizens. A successful use 
of technology also requires a shift in people’s 
behaviour to ensure innovative solutions are 
adopted and used appropriately.

 → Cities and communities should implement 
interoperable solutions, based on existing open 
standards and technical specifications, to avoid 
vendor-lock in, benefit from cross-domain, 
integrated services and infrastructures, reduce 
costs. Scaling up successful projects should also  
be considered. 
 
 

 → Without dedicated policy support, the largest 
municipalities and service providers tend to be 
favoured to the detriment of smaller cities  
and businesses. Medium-small cities that do not 
have dedicated financial and human resources 
should receive additional support to access ad-hoc 
funding or appoint a digital transformation officer 
to help with the digital transformation processes. 
Furthermore, they should partner with larger cities 
or regions in procuring Local Data Platforms,  
on which smart city services can be based. 

 → Efforts should be made to increase resources 
and improve capacity and skills around data 
management as well as in the use of innovation 
procurement. The introduction of new services  
and technology applications can create or increase 
disparities in terms of digital and social divides  
in relation to age, gender, economic status, etc. 
Public bodies at local, national and EU level need to 
introduce appropriate measures to prepare for the 
possible consequences of digital innovation in cities.
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INTRODUCTION

Cities are citizen-driven and open innovation ecosystems: 
they are the places where innovation happens and can 
bring benefit and opportunities to citizens. Whereas relevant 
challenges and issues often arise and are exacerbated in 
cities (amongst others, climate change and social inequalities, 
see also [1]), at the same time it is in cities that they can be 
successfully tackled and mitigated.

Digital technologies and innovative solutions can help address 
urban challenges [2], and significantly improve the quality  
of life of citizens. Cities are responsive, and they allow for  
the piloting and scaling up of new ideas and concepts, which 
have proven successful elsewhere. However, technology 
should be integrated in an inclusive manner to benefit  
the overall functioning of cities and to successfully target 
actual urban needs and challenges. In recent years, the 
deluge of data continuously produced in cities by sensing 
technologies, and by the interaction of people with technology 
and the built environment, represents an unprecedented 
source of knowledge on urban processes, and a key factor  
to inform decision-making when used appropriately.

Cities, therefore, have a critical role to play in reaching  
the European Commission priorities of ‘A Europe fit for  
the digital age’ for a human-centred, sustainable, and 
more prosperous digital future. They will also be important 
players in ensuring the success of Europe’s Digital Decade, 
also because they are closest to citizens in terms of service 
delivery and engagement. 

Technology and innovation already are key enablers in many 
respects, for example in relation to urban mobility, energy 
consumption, or pollution reduction. Innovative solutions 
can also help tackling issues related to social inclusiveness, 
such as ageing or the digital divide. The URBANAGE project 
in Helsinki (FI), Flanders (BE) and Santander (ES) uses digital 
twins and AI to help senior citizens to shape urban planning 
decision-making to ensure cities are age-friendly.

Technology can actively empower citizens. The production, 
sharing, and use of data produced by citizens can contribute 
to public participation and support the democratic process. 
For example, in Herrenberg, a small city in Germany, citizens 
share their views on how different city areas made them feel 
using an app. These data, combined with other data sources, 
are used to inform and improve urban planning. 

The most commonly used term in literature and practice 
to describe initiatives that aim to fully integrate new 
technologies and extensive data use in resolving urban 
challenges is ‘smart city’.

However, this concept is not always used in a consistent 
way (smart, intelligent [3], wired, digital city), and there 
is no agreed definition. For example, the concept is often 
applied to both ‘hard domains’ (buildings, energy grids, 
waste management, mobility), where ICT can play a decisive 
role; and ‘soft domains’ (policy innovations, social inclusion, 

government), where this is not usually the case [4]. In fact,  
the concept has many critics [5,6,7], particularly in cases 
where the ‘smart’ label was included in a project due only  
to the adoption of the latest ICT or technology innovation. 

Smart technologies and infrastructure may reproduce 
historical divides and polarisation in cities and territories, 
or introduce new ones [8], creating splintered territories 
[9], geographies of inequalities [8], and ‘software-sorting 
geographies’ [10]. Recently, it has been acknowledged that 
people were the missing component in the process: a ‘smart’ 
city should start from the human capital side, rather than 
simply relying on the application and integration of ICT  
in the urban fabric to automatically create a ‘smart’ city. 

Some scholars proposed a more holistic approach to the 
concept [11, 12], where investments in human and social 
capital complement those in technology. This approach 
provides a useful working definition for the current discussion 
on smart cities: 

‘Cities that are smart only with respect to their 
economy are not smart at all if they disregard 
the social conditions of their citizenry […] 
technology could be used to empower citizens 
by adapting those technologies to their needs 
rather than adapting their lives to technological 
exigencies’ [11].
 

Smart cities initiatives can also represent new opportunities 
for cities in terms of growth, sustainability and development. 
Data and urban analytics are essential for planning, 
development and governance [13]. The exploitation of data  
by cutting-edge AI data analysis techniques directly impacts  
on the management of urban systems (i.e. transport or energy  
networks), for example using Machine Learning for predictive 
analytics, or through the recent dissemination of Internet of 
Things (IoT) devices in public spaces. Improvement in safety 
and quality of life can be achieved by connecting devices, 
vehicles, and infrastructure everywhere in a city. The access 
and use of such data may also promote new research and 
innovation by many actors (including start-ups and other 
bottom-up initiatives), which may lead to further economic 
development and the creation of new jobs. In light of this,  
it is important to also be aware of potential risks therefore a 
citizen-centric approach to technology adoption is fundamental.

CURRENT TRENDS AND CHALLENGES  
IN SMART CITIES

Smart cities include large cities (often capitals) as well as 
medium and small cities. There is a variety of typologies  
of smart cities [14], and while some were built from  
scratch, the large majority of smart cities development  
and applications happened in already existing cities.  



This process can be difficult as it requires the integration of 
new technologies and the introduction of behavioural change 
in the built environment and in the routine of the residents [8]. 

Applications targeting the management, optimisation  
and performance of urban infrastructural systems currently 
represent the majority of examples regarding smart cities.  
In fact, approximately 80 % of smart projects co-funded by the 
EC address urban challenges related to mobility, climate change 
and energy issues in cities [15]. Furthermore, funding availability 
for smart cities initiatives often does not include ‘soft domain’ 
topics, such as social inclusion or policy innovation [15]. 

Many of the projects in existing smart cities target individual 
problems rather than apply a more holistic approach to  
the whole urban system. The creation of test bed districts is 
often encouraged in the current smart cities strategy, leading 
to some concerns regarding the empowerment of certain 
urban areas to the detriment of others. This may happen  
for many reasons, including the availability of data only  
for certain urban areas, or the lack of access to information 
allowing a more extensive application of the project. This  
also has an impact on the scalability of innovation to  
other cities. Another possibility is that the test bed project  
or the technology innovation employed is a process driven  
by a private provider, where the interest is sometimes more  
on the technology per se than on the impact on the city.

Another concern is that often smart cities projects exist  
in silos and are not interoperable with other systems in  
a region, in other cities and across-borders. This aspect limits 
the availability of data that can be shared and re-used to 
improve services, hindering the scaling up of off-the shelf 
solutions and meaning that cities often must invest in bespoke 
solutions at significant cost.

Finally, another problem is represented by a lack of data, 
digital and procurement-related competencies in the 
municipal administrations, which could lead to a failure  
in recognising the actual needs of a city and identifying  
the best innovative solutions.

The introduction and implementation of technological 
innovation should address the needs of all types of cities, 
supporting integrated approaches (including dashboard  
and data sharing platforms) and scaling up successful pilots 
in other cities.

To approach current complex urban challenges in a holistic 
manner and improve local decision-making, the use of Local 
Digital Twins has recently been emerging. A Local Digital 
Twin (LDT) is a virtual representation of the city’s physical 
assets, processes and systems, connected to data related  
to them and the surrounding environment. Digital Twins  
use AI algorithms, data analytics and Machine Learning to 
create digital simulation models that can be updated and 
changed concurrently to their physical equivalents. Real time,  
near real-time and historical data can be used in various 
combinations to provide the necessary capabilities for data 
analytics (descriptive, prescriptive, predictive), simulations  

and what-if scenarios for both short-term operational 
decision-making and long-term strategic planning (see Box 1). 

AI and data analytics represent a big part of smart city 
applications, exploiting the large quantity of data produced  
by sensing technologies located in cities and used by people 
in their daily life. In European cities, this is often represented 
by human-centric AI, employed for the automation and 
improvement of urban infrastructural systems. Recently, 
Internet of Things (IoT) devices have also been contributing  
to the production of data later used by AI, mainly for 
predictive analytics and for real-time management of system  
performances. An example is the development of AI-driven 
applications, such as chat bots for public services and 
governance, as well as AI-enabled Local Digital Twins for 
targeting zero pollution and addressing climate impacts.

Box 1: Digital Twins
 
Helsinki Climate Energy Atlas1 
 
Helsinki (FI) has developed a digital twin of the city 
which is used to support decision-making through 
modelling and simulation of energy efficiency for 
building stock, energy consumption, potential of 
renewable energy sources. Based largely on open 
source software and open data, the digital twin is 
an important tool to contribute to strategic decision 
making within the city administration, particularly in  
its objective of reaching climate neutrality by 2035. 

DUET (Digital Urban European Twins for smarter 
decision making) 
 
The H2020 DUET project is helping European cities 
achieve more efficient resource use, by implementing 
DTs to test different scenarios related to mobility, 
health and environment. Harnessing High Performance 
Computing (HPC) capabilities, the region of Flanders 
will use the Digital Twin to explore links between 
mobility, health and air data, Athens will focus on  
air quality, whereas the third pilot site, Pilsen, will 
study the link between transport and noise pollution  
in a 3D environment.

LEAD (Digital Twins for low-emission last  
mile logistics)2

 
The LEAD H2020 project will create Digital Twins of 
urban logistics networks in Madrid, The Hague, Lyon, 
Budapest, Oslo and Porto, to support experimentation 
and decision-making with on-demand logistics 
operations in a public-private urban setting, also 
reducing air pollution at the same time.

1 https://kartta.hel.fi/3d/atlas

2 https://www.leadproject.eu

https://kartta.hel.fi/3d/atlas
https://www.leadproject.eu


KEY ISSUES

Evaluation and measurement of success 
One critical aspect for smart cities is how to evaluate their 
impact and quantify possible improvements on issues targeted 
to demonstrate they can ‘deliver on what they promised’.

Unfortunately, there is yet no agreed methodology or 
objective and reliable metric to evaluate the outcomes  
of smart cities projects and applications. Difficulties in  
defining such a metric and method are possibly related  
to the lack of standards in many aspects related to smart 
cities (e.g., data production and storage, methodological 
framework), but also because of the difficulty to measure 
applications on different contexts and at different scales. 

There have been some attempts to measure and quantify the 
impact and outcomes of smart cities through benchmarking: 
for example, by TU Wien [16] and the CityKeys project [17]. 
The Living-in.EU movement, in conjunction with the DIGISER 
project, recently proposed to develop local and regional digital 
indicators (LORDI)3.

Reproducibility of successful projects
Many initiatives are ‘off-the-shelf solutions’, with specific 
technologies targeting individual cities, and may not work  
or cannot be easily adopted in other contexts [18]. Tailor-
made applications result in a variety of solutions from 
different providers, and whereas customising a solution  
to the city’s specific needs is desirable, a strategy is also  
needed to encourage the scaling up of successful solutions  
in other cities. 

Limiting factors to the scaling up of smart city applications 
and strategies may include:

• the encouragement of test bed districts due to financial 
issues (not enough funds for an integrated approach) or 
political issues (lack of investment in and representation 
of certain urban areas);

• the lack of use of open and interoperable standards  
and specifications which facilitate data accessibility, 
sharing and re-use, data management, standardisation  
of protocols and procedure, or a combination thereof;

• a limited awareness of re-usable tools and building 
blocks (CEF Digital4 and ISA25);

• a lack of digital competences (in city administrations) 
and of knowledge transfer (also tacit knowledge) as well 
as a lack of experience with innovation procurement 
and appropriate contractual conditions to ensure 

3 https://www.espon.eu/DIGISER and https://living-in.eu/groups/
commitments/monitoring-measuring

4 Connecting Europe Facility Digital (CEF Digital): 
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL

5 Interoperability solutions for public administrators, businesses  
and citizens (ISA2): https://ec.europa.eu/isa2

interoperability and control of data. Such competences 
are currently easier to be found and applied by big private 
companies but are not easy to implement for public 
administrations and small stakeholders.

Furthermore, scaling up is a process that may happen in 
different ways – roll-out, expansion and replication [19] –  
and may require different levels of commitment from  
city administrations.

Data privacy and representativeness
There are several issues related to the use of data produced 
in cities that need to be addressed, including data privacy, 
data representativeness and spatial inequality [20, 27, 28]. 

In the absence of a clear regulatory framework, there is  
the risk of personal and sensitive information being released 
to the public, commercialised by technology providers, or 
wrongfully employed (i.e., AI models for consumption or job 
employment). This may become a potential barrier for smart 
city development or scaling up pilot projects as data security 
is perceived as a concern by citizens. Data can also become 
inaccessible for public use, failing to contribute to innovative 
solutions for the entire city.  

The presence or lack of sensors in certain areas of a city is 
a measure of ‘what it means (not) to count in the smart city’ 
[21], and has the potential to introduce or replicate social  
and spatial divides [13]. It is a signal of lack of investment 
and disengagement from areas and residents in the overall 
urban plan and development, and it increases the risk of  
a growing digital divide [22]. Policies should be put in place  
to ensure even and equal access to the new services  
(for example, bike or car sharing) in all neighbourhoods.

‘[Sensor] deployment is indicative  
of investment priorities, and therefore  
which people and places are represented  
and legitimised by smart city efforts […]  
a lack of sensor coverage signals  
a de-prioritisation in terms of investment  
and is indicative of a lack of representation 
and visibility in decision-making about  
the (smart) city’ [21]

 
Overall, cities need to have a clear understanding of their 
needs and priorities before applying technology to solve  
them, and to orientate themselves in picking up the 
appropriate solutions and tools, to employ their human 
and financial resources at best. Unfortunately, this is not 
always the case at the moment. Furthermore, when dealing 
with innovation and smart cities, one should not forget 
that success is not simply related to a specific technology 
per se, but it is also about people adopting and using such 
technology. The introduction of a new technological tool 
or application requires a real shift and change in people’s 

https://www.espon.eu/DIGISER
https://living-in.eu/groups/commitments/monitoring-measuring
https://living-in.eu/groups/commitments/monitoring-measuring
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL
https://ec.europa.eu/isa2/


behaviour and habits, and this aspect is also critical in  
the possible scaling up of successful solutions.

EC ACTIONS AND ACTIVITIES

As part of the DIGITAL Europe Programme, the European 
Commission aims at supporting the creation of a data space 
for smart communities (part of the Green Deal Data Space6), 
to create a trusted environment within which cities can share 
data across relevant sectors (mobility, energy, pollution  
and waste, extreme weather events [24]) based on agreed 
rules. Furthermore, in support of advanced AI and Machine 
Learning in cities, the European Commission aims to build 
cities’ capacity to create their AI-powered Local Digital  
Twins connected to data (including real-time) related to  
them and the surrounding environment. 

The European Commission is preparing a European 
Interoperability Framework for Smart and Sustainable 
Communities (EIF4SCC), to complement this framework  
at national level and address interoperability challenges  
faced at local level. Recognising the key role played by  
cities in the twin digital and green transition, the Horizon 
Mission on Climate Neutral Smart Cities by 2030 will  
support at least 100 European cities to accelerate their  
path to carbon neutrality.  

6 https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-
digital-age/european-data-strategy_en

The Commission and the Committee of the Regions are also  
supporting the growing Living-in.EU movement (see Box 2)  
via which cities, regions, and MS are working to design  
and implement the European way of digitally and sustainably  
transforming cities and communities based on the principles  
set out in the Join Boost Sustain Declaration7. The Living-in.eu 
emphasises the importance of using open and interoperable 
standards, such as the MIMs+ (Minimal Interoperability 
Mechanisms) to scale up the digital transformation at local 
level. Furthermore, the European Regional Development 
Funds (ERDF), which earmarks 8 % of funding for sustainable 
urban areas development in the 2021-2027 period, will be an 
important source of funding for cities and regions, including 
small-medium cities. Under ERDF, a broad range of smart city 
innovations can be supported, for example, in the thematic 
areas of energy (e.g. innovative energy management in 
buildings, smart street lighting), circular economy and mobility 
(e.g. innovative traffic and parking management, e-mobility) 
as well as in the ‘soft domain’ topics (e.g. e-inclusion, e-skills, 
e-governance).

7 https://www.living-in.eu/declaration

Source: https://synchronicity-iot.eu – A guide to SynchroniCity. A universal approach to developing, procuring and deploying IoT- and AI-enabled 
services. (2020). Own elaboration.

Figure 1: Example of Minimal Interoperability Mechanisms (MIMs) from the SynchroniCity framework.

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en
https://www.living-in.eu/declaration
https://synchronicity-iot.eu


Box 2: Living-in.eu – scaling up the local 
digital transformation
 
The Living-in.EU movement is a collaborative platform 
for cities and communities to accelerate their digital 
transformation following the ‘European way’ (citizen-
centric approach, ethically and socially responsible data 
usage, co-creation with and engagement of citizens, 
open and interoperable standards). Created by a group 
of cities and city representative groups, and supported 
by the European Commission and the Committee of  
the Regions, it was launched in December 2019.

The aim of Living-in.EU is for cities of all sizes to work 
together to scale up the use of data technology to 
tackle a range of interconnected challenges, including 
urban mobility, energy efficiency, pollution and 
digital public services, while ensuring environmental 
sustainability in line with the European Green Deal. 
Leaders of cities, regions, and Member States are 
invited to join the community by signing the ‘Join, 
Boost, Sustain’ Declaration, which NGOs, businesses 
and non-EU cities can also subscribe to as supporters.

MIMs Plus (Minimal Interoperability Mechanisms) form  
the technical foundation of the movement. Deployment 
of local data platforms based on these open standards 
and technical specifications allow cities to avoid 
vendor-lock in, thereby reducing risks and lowering 
costs. At the same time, it allows innovative suppliers 
and services to achieve scale across the EU market 
and beyond. This will help pave the way for the creation 
of a European ecosystem of Local Digital Twins, 
supported by a Data Space for Climate Neutral Smart 
Communities to facilitate cross-domain data-exchange  
and scale up of AI, IoT, and other innovative technologies.

Box 3: IoT for waste management
 
Internet of Things (IoT) can play an important role  
in making cities greener and more efficient.

Urbanisation and population growth, have led to  
an increase in waste in cities creating a need for  
smart municipal waste management systems.  
The Internet of Things (IoT) – a monitoring technology 
enabling accurate tracking and collection of real-time  
data – is helping to optimise collection, support 
recycling, and reduce operational costs for cities.  
IoT is currently being used in Amsterdam, The Hague, 
and other Dutch cities.

Different waste management models have been 
developed using certain IoT devices, including:

•  Waste Source Building: they are equipped with  
a unique ID and priority rate;

•  Smart Bins: RFID tags technology supports  
a Pay as you Throw program and encourages 
recycling [25]. Sensors located in smart bins 
generate data about waste separation, capacity 
and pollution. Smart bins are connected to a cloud 
system according to waste type, which sends  
the following information (waste type, weight,  
and volume) to the waste management centre;

•  Waste collection transportation: the size  
of collection trucks is determined by the type  
of waste and an intelligent routing system.  
Collection trucks generate sensor data about  
their location, capacity and fuel consumption [26].

 
 
 

 
Source: https://living-in.eu



THE WAY FORWARD

Given the limitations already discussed, there are several 
possible actions that can support cities in choosing  
a solution suitable for their needs and improve the process  
of scaling up, including:

• adopting a strategy for data accessibility, sharing  
and re-use, following the state-of-the-art standards  
and considering the potential of data (all actions 
supported by the European Data Strategy published  
by the Commission in 20208);

• reducing the digital divide, both for citizens (to make it 
easier for them to adopt new technological solutions) 
and for administrators (to select the most appropriate 
solutions with a choice driven by city needs);

• implementing standards and protocols to ease  
the adaptation of working technology and off-the-shelf 
solutions to other urban contexts. A successful example 
are the Minimal Interoperability Mechanisms (MIMs)  
from the Synchronicity project [23], which are now 
maintained by the Living-in.EU movement. This example 
represents a good model for cities, and in particular  
for small cities that do not have the resources to invent 
new solutions;,

• establishing a smart cities department that works 
horizontally across different levels in the city’s 
administration. In this way, the potential impact of  
the smart city strategy will not be limited to specific 
sectors, also avoiding the dichotomy ‘hard vs soft 
domains’. For smaller cities, a digital transformation 
officer managing the process across different 
departments can be sufficient.  Bigger cities might  
need to also appoint a chief data or innovation officer,  
in charge of specific tasks in relation to the overall  
smart city strategy. Cities are increasingly adopting  
this solution to identify and target specific needs  
and goals. Furthermore, this professional figure  
may also act as an intermediary and help bridge  
the gap among the public administration, the private 
sector, and also with citizens through participative  
and co-creation process;

8 https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-
digital-age/european-data-strategy_en

• providing additional support for medium-small cities  
that do not have dedicated resources (both financial  
and human) to compete and cooperate with big  
cities in obtaining funding for smart city initiatives  
and projects. Amongst the resources required [24], 
incentives to improve digital competencies for the city’s 
staff, and dedicated support and know-how to develop  
their proposal, so that they have fair chances to access 
available funding opportunities. Furthermore, funding 
opportunities tailored for medium-small cities should  
also be designed. The Intelligent Cities Challenge, 
supported by the European Commission, is an example  
of a programme providing tailored assistance to  
136 small and medium cities.
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